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Introduction

Cybrary provides a seamless one-click sign-in experience using your existing SSO provider
(Okta, Onelogin, Azure). This self-service integration can be easily configured using the
industry standard SAML 2.0.

Whatis SAML?

Security Assertion Markup Language (SAML) provides the user with online security and enables the user to
access multiple web applications using one set of login credentials. It works by passing authentication
information in a particular format between two parties, usually an identity provider (idP) and a web application.

Whatis SSO?

Single sign-on (SSO) is an authentication method that enables users to securely authenticate with multiple
applications and websites by using just one set of credentials.

Benefits of SAML 2.0 SSO

= & C3 o=

v

Increased Easy No forgotten Speeds up
security off-boarding passwords authentication
@ It improves the user experience as you only need to sign in once to access

multiple web applications. (No need to remember multiple sets of credentials)
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Configure SAML 2.0 SSO for Okta

In your Okta Application navigate to the Applications > Applications option on the
a left nav and select Create App Integration.

°ktq. Q Search...
Dashboard -

Directory % Applications
Customizations v

Developer Edition provides a limited number of apps.

Applications A Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications ?
Create App Integration Browse App Catalog | Assign Usars to App ‘ ‘ More ¥
Self Service
Security - Search
Workflow A
STATUS @ Okta Admin Consola
Reports af ACTIVE 0
Okta Browser Plugin
Settings ~ INACTIVE 0 @

Okta Dashboard

a Select the SAML 2.0 option and click Next.

Create a new app integration

Sign-in method 0OIDC - OpenID Connect
Learn More C4 Token-based OAuth 2.0 authentication for Single Sign-On (S50) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

0 samL20
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.
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e Enter an App name (eg. Cybrary) and click Next.

=:Create SAML Integration

o General Settings

1 General Settings

App name

App logo (optional) @ D

>
=

App visibility Do not display application icon to users

Cancel Next

For Single sign-on URL enter https://cybraruy.it and for Audience URI enter cybrary; these are
° temporary values that will be updated later on. Set Name ID format to EmailAddress and
Application username to Email.

#;Create SAML Integration

o Configure SAML

A SAML Settings
‘What does this form do?

General This form genaratas the XML neaded
for the app’'s SAML request.
Single sign-on URL @ https:/feybrary.it
‘Where do | find the info this form

Use this for Recipient URL and Destination URL needs?

Audience URI (SP Entity ID) © The app you're trying to integrate with
cybrary should have its own documentation on
using SAML. You'll need to find that
Default RelayState @ dog, and it should outline what
information you need to specify in this

If no value |s set, a blank RelayState |s sent
form.

Name ID format @ EmailAddress

Application username @ Email
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e Scroll down to the bottom and click the Next button.

B  Preview the SAML assertion generated from the information above

<> Preview the SAML Assertion

This shows you the XML that will be used in the assertion - use it to verify the info you entered above

Select the first option: I'm an Okta customer adding an internal app. You can ignore the rest of the
e questions that appear, just scroll to the bottom and click Finish.

:::Create SAML Integration

3  Help Okta Support understand how you configured this application

Are you a customer or partner? O I'm an Okta customer adding an internal app
I'm a software vendor. I'd like to integrate my app with
Okta
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0 The Okta SSO application has now been created, now you need to update your team’s SSO
configuration in the Cybrary app. Navigate to the Sign On tab.

Cybrary

©

Active v % | ViewLogs Monitor imports

General Sign On Import Assignments

About

Settmgs Edit SAML 2.0 streamlines the end user

experience by not requiring the user to
know their credentials. Users cannot
edit their credentials when SAML 2.0 is
configured for this application,

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an

Additional configuration in the 3rd

° Scroll down until you see the SAML Setup section on the right. Click View SAML setup instructions.

SAML Signing Certificates

SAML Setup

Single Sign On using SAML will not
Generate new certificate Z .
work until you configure the app to
trust Okta as an IdP.
Type Created Expires Status Actions

[ View SAML setup instructions
SHA-1 Today Mar 2033 Inactive Actions v . ‘

e This page contains information you will need to copy over to the Cybrary app to enable SSO.
Leave it open and open a new tab/window.

How to Configure SAML 2.0 for Cybrary Application

Mote: These setup instructions include certificate information for this app’s most recently created SAML signing ¢

access to the app using these instructions, that certificate must be active.

The following is needed to configure Cybrary

() identity Provider Single Sign-On URL:

https://dey-S0BSE41T . ckta . com/app/dev-50056417 oybrary f /fexkBreBfr IhD|1wdNSAT/asa/saml

lZ;‘ Identity Provider |ssuar:

http: //wew, okta, com/exkBne@fr I hi j1widHEdT

() X509 Certificate;
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@ In the new tab/window, log in to pttps://app.cybrary.if and click on Teams in the top navigation.

=g ) oo

CYBRAY = s LL] 0o Q. Search Cybrary
Dashboard Teams My Learning Explore -~
Continue Learning

Q If you are an admin on more than one team, make sure the correct team is selected in the
drop down on the top left. Click on Settings in the secondary to navigation.

on D m] oo =
CYBRARY Oa 1 oo C. Search Cybrary
Dashboard Teams My Learning Explore~
E Okta SS0 Example Dashboard People Paths Goals Analytics Settings Audit Log

Settings

Team Logo Team Email Domains

©

@ Scroll down to Identity Provider Configuration in the Team SSO section.

20 .0, 1 oo =
CYBIAY Oa T [L-l:J oo O, Search Cybrary
Dashboard Teams My Learning Explore
E Okta S50 Example Dashboard People Paths Goals Analytics Settings Audit Log
Team SSO
Don't know where to get started with Single-Sign On? Talk to your IT team
Identity Provider Configuration ~

Required fields are marked with an *

Identity Provider (IdP) Issuer URI *

issuer UR of the identity Provider. This value is usually the SAML Metadata EntitylD of the idP EntityDescriptor.

Identity Provider (IdP) Single Sign-On URL *
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Enter the Identity Provider (IdP) Issuer URI and the Identity Provider (IdP) Single Sign-On URL, which
@ can be found on the Okta page you left open. Make sure you enter the correct value for each field by
matching the field names.

Identity Provider Configuration
Required fields are marked with an *

Identity Provider (IdP) Issuer URI *

http://www.okta.com/exk8neOfrihZjlw4M5d7
Issuer URI of the Identity Provider. This value is usually the SAML Metadata EntityiD of the IdP EntityDescriptor.
Identity Provider (IdP) Single Sign-On URL *

https://dev-59056417.0kta.com/app/dev-59056417_cybrary_1/exk8neOfrihZjilw4M5d7/sso/saml

The binding-specific IdP Authentication Request Protocol endpoint that receives SAML AuthnRequest messages.

Copy the entire X.509 Certificate text (including ----- BEGIN CERTIFICATE----- and ----- END
@ CERTIFICATE----- ) from the Okta page to the Identity Provider Signature Certificate text area
in the Cybrary app.

Identity Provider Signature Certificate *

MIIDgDCCApCgAwIBAgIGAYbHLFA7MAOGCSqGSIb3DQEBCWUAMIGUMQswCQYDVQQGEWJVUZETMBEG
ATUECAWKQ2FsaWZvemSpY TEWMBQGATUEBwWwWNU2FUlEZyYW5jaXNjbzENMAsGATUECgWET2tOYTEU
MBIGATUECWWLUINPUHJvdmIkZXIxFTATBgNVBAMMDGRIdiO10TAINjQxNzEcMBoGCSqGSIb3DQEJ
ARYNaWS5mbOBva3RhLmNvbTAeFwOyMzAzMDKxNJESMTVaFw0zMzAzMDKkxNjlwMTVaMIGUMQswCQYD

The PEM encoded public key certificate of the Identity Provider used to verify SAML message and assertion signatures.

@ Check the Sign AuthN Requests option and click Submit. The page will refresh.

The PEM encoded public key certificate of the Identity Provider used to verify SAML message and assertion signatures.

Sign AuthN Requests

Generates SP Certificate and signs AuthnRequest requests. AuthnRequest request signature is verified in the returned assertion

CYBRARY O O O O


https://twitter.com/cybraryIT
https://www.youtube.com/channel/UCzWPaANpPISEE_xvJm8lqHA
https://www.linkedin.com/company/cybrary/
https://www.facebook.com/cybraryit/

@ Scroll down to the Service Provider Configuration section in the Team SSO Section. You will need to
copy these values over to the Okta app. Leave this page open.

Team SSO
Don't know where to get started with Single-Sign On? Talk to your IT team.

Identity Provider Configuration ¥

Service Provider Configuration

Audience URI (Service Provider Entity ID)

highgarden_sp_id/saml.t 12773 Copy

Single Sign-On URL (ACS Url)

https://app.cybrary.it/auth/apifsso/saml.t_12773/saml2/acs Copy

Q Back in the Okta SSO application configuration, navigate to the General tab.

Cybrary

O

‘ Active v ‘ ‘ - ‘ View Logs Monitor Imports
General Sign On Import Assignments
App Settings Edit
Application label Cybrary
Application visibility Do not display application icon to users
Provisioning Enable SCIM provisioning
Auto-launch Auto-launch the app when user signs into Okta.

Application notes for end users

Application notes for admins
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@ Scroll down to the SAML Settings section and click Edit.

SAML Settings

GENERAL

Single Sign On URL https://cybrary.it
Recipient URL https://cybrary.it
Destination URL https://cybrary.it

@ Click Next to continue to Configure SAML.

=1 Edit SAML Integration

o General Settings

1 General Settings

Edit

App name Cybrary
App logo (optional) @
—_
g
O
e
App visibility Do not display application icon to users
CYBRAY
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Update the Single sign-on URL and the Audience URI (SP Entity ID). These values can be found back
@ in the Cybrary page you left open in the Service Provider Configuration section. Make sure you enter
the correct value for each field by matching the field names.

=:Edit SAML Integration

o Configure SAML

A  SAML Settings

General

Single sign-on URL @ ps://app.cybrary.it/auth/api/sso/saml.t_13085/saml2/acs

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ highgarden_sp_id/saml.t_13085

21. Scroll down to the bottom and click Next.

<> Preview the SAML Assertion

This shows you the XML that will be used in the assertion - use it to verify the info you entered above

e Scroll to the bottom and click Finish.

° Your SSO application configuration is now complete. Once users are assigned to the application in
Okta they will be able to log in with SSO.
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Configure SAML 2.0 SSO for OneLogin

Note: OnelLogin instructions based on the SCIM Provisioner with SAML (SCIM v2 Core) application, layout and

field names may vary for different applications.

0 Log in to app.cybrary.it and click on Teams in the top navigation.

- (o] ano
CYBRARY H s L1 ao
Dashboard Teams My Learning Explore -
Continue Learning

Q. Search Cybrary

LR g |

e If you are an admin on more than one team, make sure your company’s Sandbox is selected in the drop

down on the top left. Click on Settings in the secondary to navigation.

an By m ao
CYBRAY Oo (L L] oo Q. Search Cybrary
Dashboard Teams My Learning Explore
E Sandbox v Dashboard People Paths Goals Analytics Settings

Settings

Team Logo

CYBRARY

Audit Log

Team Email Domains

l.com

H OOBE 3
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e In your OneLogin Application navigate to the SSO tab.

SCIM Provisioner with SAML (SCIM v2 Core)

Info Enable SAML2.0

Configuration Sign.an'méthod

SAML2.0
Parameters
X.509 Certificate
Rules Standard Strength Certificate (2048-bit)
| sso Change View Details
Abcass SAML Signature Algorithm
SHA-1 -
Provisioning
| Rl
Usirs ssuer URL
https://app.onelogin.com/saml/metadata/8e7263d3-7981-42c7-a12f-ac581d25502d I
Privileges

SAML 2.0 Endpoint (HTTP)

https://cybrary-dev.onelogin.com/trust/sami2/http-post/sso/8e7263d3-7981-42c7-a12f-ac581d9550: IRy

° Back In the Cybrary App, scroll down to Identity Provider Configuration in the Team SSO section.

Enter the Identity Provider (IdP) Issuer URI and the Identity Provider (IdP) Single Sign-On URL,
and which can be found under Issuer URL and SAML 2.0 Endpoint (HTTP), in the OneLogin
Application respectively.

Team SSO

Don't know where to get started with Single-Sign On? Talk to your IT team.

Identity Provider Configuration
Required fields are marked with an *

Identity Provider (IdP) Issuer URI *

https://app.onelogin.com/saml/metadata/8e7263d3-7981-42¢c7-a12f-ac581d95502d|

Issuer URI of the Identity Provider. This value is usually the SAML Metadata EntitylD of the IdP EntityDescriptor.
Identity Provider (IdP) Single Sign-On URL *

https://cybrary-dev.onelogin.com/trust/sami2/http-post/sso/8e7263d3-7981-42¢7-a12f-ac581d95502d

The bindil

g-specific IdP Auth ication Req Protocol endpoint that i SAML AuthnReq

o

CYBRARY O O O O
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e In the OneLogin Application click View Details under the X.509 Certificate. Copy the entire X.509
Certificate text (including ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- ).

X.509 Certificate

Standard Strength Certificate (2048-bit)

Change View Details

X.509 Certificate

X.509 Certificate

MIID8jCCAtqgAWIBAGIUFee021j0xLHDAOOZY/WOP19J@9swDQYIKoZIhveNAQEF
BQAWTDEXMBUGA1UECgw0Q31i cmFyeSBIVCBMTEMxFTATBGNVBASMDEQUZUxvZ21u
TE1KUDEaMBgGA1UEAWWRT251TGInaW4gQWN jb3VudCAWHhCNMMwMjASMTMWNDIO
WhcNM5 gwMj A3MTMWNDI@W BMMR cwFQYDVQQKDASDeWIyYXJ5IE LUTEXMQzEVMBMG
ALUECWWMT 251 TG9naW4gSWRQMRoWGAYDVQQDDBFPbmVMb2dpbi BBY2NvdWS@IDCC

ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBALBzMzpz8 jHQKVGUSUNXAZ /d
NaPVT hlIKCNPFARAL7wYN7 ¥ PP eNA? awQ L1 A7 1uif 7i6nh1vi ey Th¥muFAnuvnn

e Paste it into the Identity Provider Signature Certificate text area in the Cybrary app.

Identity Provider Signature Certificate *

MIID8jCCAtqgAwIBAgIUFee021jOxLHDAO02y/wOP19J09swDQYJKoZlhveNAQEF
BQAWTDEXMBUGATUECgwOQ3licmFyeSBJVCBMTEMxFTATBgNVBAsMDESuUZUxvZ2lu
IEIkUDEaMBgGATUEAWWRT25ITG9naW4gQWNjb3VudCAwHhcNMjMwMjA3SMTMwNDIO
WhcNMjgwMjASMTMwNDIOWBMMRcwFQYDVQQKDASDeWJyYXJSIEIVIEXMQZEVMBMG

The PEM encoded public key certificate of the Identity Provider used to verify SAML message and assertion signatures.

0 Check the Sign AuthN Requests option and click Submit. The page will refresh.

The PEM encoded public key certificate of the Identity Provider used to verify SAML message and assertion signatures.

Sign AuthN Requests

Generates 5P Certificate and signs AuthnReq g AuthnReq treg signature is verified in the returned assertion
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e Scroll down to the Service Provider Configuration section in the Team SSO Section.

Team SSO

Don't know where to get started with Single-Sign On? Talk to your IT team.

Identity Provider Configuration

Service Provider Configuration

Audience URI (Service Provider Entity ID)

highgarden_sp_id/saml.t 12773 Copy

Single Sign-On URL (ACS Url)

https://app.cybrary.it/auth/api/sso/sam|.t_12773/sam|2/acs Copy

e Copy the Audience URI and the Single Sign-On URL values to the OnelLogin Application
Configuration fields SAML Audience URL and SAML Consumer URL, respectively. They can be
found in the Configuration tab at the top under Application details.

SCIM Provisioner with SAML (SCIM v2 Core)

Info Application details

| Configuration SAML Audience URL

highgarden_sp_id/saml.t_12773

Parameters

Rules SAML Consumer URL
https://app.cybrary.it/auth/api/sso/saml.t_12773/saml2/acs

SSO

CYBRARY O O O O
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Further down in the OneLogin Application Configuration, under the section APl Connection, we will
provide the url and bearer token (it is custom for each team). Enter the provided url for the field SCIM
Base URL and th provided bearer token for the SCIM Bearer Token.

Applications /

SCIM Provisioner with SAML (SCIM v2 Core)

API Connection

Info

API| Status
| Configuration @ Disabled Enable
Parameters
SCIM Base URL
Rules https://app.cybrary.it/auth/api/org/12773/scim/v2
SSO
Custom Headers
Access

Provisioning

Users

Privileges

SCIM Bearer Token
° Save the OnelLogin Application (top right).

More Actions ~
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@ In the API Connection section under API Status click Enable.

Applications /

SCIM Provisioner with SAML (SCIM v2 Core)

Info

Configuration

Parameters

Rules

SSO

Access

Provisioning

Users

Privileges

Application details

SAML Audience URL

highgarden_sp_id/saml.t_12773

SAML Consumer URL

https://app.cybrary.it/auth/api/sso/saml.t_12773/saml2/acs

API Connection
API Status

® Disabled Enable

0 Click on the Provisioning tab in the OneLogin Application. Check Enable provisioning and Save
the OneLogin Application. Configure provisioning settings as desired. Selecting either Delete or
Suspend will result in the user being removed from the team on OnelLogin account deletion (first

dropdown) or suspension (second dropdown).

Applications /

SCIM Provisioner with SAML (SCIM v2 Core)

Info

Configuration

Parameters

Rules

SSO

Access

Provisioning
Users

Privileges

CYBRARY

Workflow

Enable provisioning

Require admin approval before this action is performed

| | Create user

[ ] Delete user

[ ] Update user

When users are deleted in OneLogin, or the user's app access is removed, perform the below action

Delete -

When user accounts are suspended in OneLogin, perform the following action:

Suspend -

O O O 0O
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Configure SAML 2.0 SSO for Azure

a In Azure Active Directory select Enterprise Applications in the left nav.

Manage
Search your
aa Users Rkl el
&& Groups Basic inform
BE External Identities
o Name

& . Roles and administrators

A Administrative units tenant 1D

» Delegated admin partners Primary dom
i® Enterprise applications License

LY Devices

a Select Create your own application.

Browse Azure AD Gallery

- Create your own application 2" Got feedback?

The Azure AD App Gallery is a catalog of thousands of apps that make
connect your users more securely to their apps. Browse or create your ¢
request using the process described in this article.

£ Search application Single Sign-on

CYBRARY

O O O 0O
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Enter an App name (eg. Cybrary) and select Integrate any other application.
Click Create at the bottom.

Create your own application

A7 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate :
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Cybrar){ v

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

o You will be redirected to the Overview for your new application. Select Single sign-on in the left nav.

) Cybrary | Overview
Enterprise Application

«

i Overview

L] Deployment Plan

/< Diagnose and solve problems

Manage

I' Properties

Owners

ai. Roles and administrators
&4 Users and groups

3) Single sign-on

2 Provisioning
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Select SAML for single sign-on method.

Select a single sign-on method Help me decide

® Disabled {:E SAML
Single sign-on is not enabled. The user Rich and secure authentication to
won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol.

Scroll down to the section labeled Set up Cybrary (or the name of the application you entered in step 3).
This section contains information you will need to copy over to the Cybrary app to enable SSO. Leave it

open and open a hew tab/window.

Set up Cybrary

You'll need to configure the application to link with Azure AD.

Login URL | httpsy//login.microsoftonline.com/dfb1b49b-9200... [f |
Azure AD Identifier | https://sts.windows.net/dfb1b49b-9200-474e-a36... E’j‘
Logout URL | https://login.microsoftonline.com/dfb1b49b-9200... [ |

In the new tab/window, log in to https://app.cybrary.if and click on Teams in the top navigation.

[ ] Q ap
CYBRARY = Zas) LL] oD Q_ Search Cybrary
Dashboard Teams My Learning Explore~
Continue Learning
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e If you are an admin on more than one team, make sure the correct team is selected in the drop down on
the top left. Click on Settings in the secondary to navigation.

ar o9, ao
CYBRAYY 0o T 1] L] ao Q, Search Cybrary
Dashboard Teams My Learning Explore~
H Azure SSO example v Dashboard People Paths Goals Analytics Settings Audit Log

Settings

Team Logo Team Email |

e Scroll down to Identity Provider Configuration in the Team SSO section.

Team SSO

Don't know where to get started with Single-Sign On? Talk to your IT team.

Identity Provider Configuration

Required fields are marked with an *

Identity Provider (IdP) Issuer URI *

Issuer URI of the Identity Provider. This value is usually the SAML Metadata EntitylD of the IdP EntityDescriptor.

Identitv Provider (IdP) Sinale Sian-On URL *

Q Enter the Identity Provider (IdP) Issuer URI (Azure AD Identifier) and the Identity Provider (IdP) Single
Sign-On URL (Login URL), which can be found in the Set up Cybrary section of the Azure page you left
open. Make sure you enter the correct value for each field by matching the field names listed above
Cybrary field (Azure AD field).

Identity Provider Configuration

Required fields are marked with an *

Identity Provider (IdP) Issuer URI *

https://sts.windows.net/dfb1b49b-9200-474e-a367-944e3bb302ee/|

Issuer URI of the Identity Provider. This value is usually the SAML Metadata EntitylD of the IdP EntityDescriptor.
Identity Provider (IdP) Single Sign-On URL *

https://login.microsoftonline.com/dfb1b49b-9200-474e-a367-944e3bb302ee/sami2

The bindi pecific IdP Authentication Reg Protocol endpoint that 1 i SAML AuthnRequest messages.
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0 Back in the Azure tab, scroll up to the SAML Certificates section and click Edit.

SAML Certificates
Token signing certificate 3
L & Edit
Status Active
e Click New Certificate. A new row will appear. Click Save.
SAML Signing Certificate X
Manage the certificate used by Azure AD to sign SAML tokens issued to your app
-+ New Certificate ' Import Certificate ,('J:J Got feedback?
Status Expiration Date Thumbprint
Active 3/27/2026, 7:01:54 AM B3016AAA114C3BESDIFIFETB273CEGSF2CD3C364
G Click Save. The new certificate row will now have Status Inactive.
SAML Signing Certificate X
Manage the certificate used by Azure AD to sign SAML tokens issued to your app
|E Save | MNew Certificate T Import Certificate ,.'i‘-.,: Got feedback?
Status Expiration Date Thumbprint
Active 3/27/2026, 7.01.54 AM B3016AAATT4C3IBESDIFOFETB273CEEOF2CD3C364
nfa 3/31/2026, 4:36:28 PM Will be displayed on save

Click the 3 dots to the right of the new row (the one with Status Inactive). Click Make certificate

@ active. Click Yes on the dialog window that appears to confirm. The new row will now have status
Active. You may click the 3 dots of the old row (now Status Inactive) and click Delete Certificate,
this certificate is not used.

SAML Signing Certificate X

Manage the certificate used by Azure AD to sign SAML tokens issued to your app

+ Mew Certificate T Import Certificate A7 Got feedback?

Status Expiration Date Thumbprint
Inactive 3/31/2026, 4.40.02 PM F49705BB112E7422FAD5E12T4CFEFRNICAATIIR
") Make certificate active
Active 3/31/2026, 4:39:28 PM 5447BCZ0B4EEAZBIDAERAA4T1 8208
- Base64 certificate
download ]
Signing Option Sign SAML assertion owmea 3
J PEM certificate download
Signing Algorithm SHA-256 ¥

& Raw certificate download

Notification Email Addresses L Download federated

certificate XML

[i] Delete Certificate
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G Click the 3 dots to the right of the new row and select Base64 certificate download. You will need to
open this file in a text editor and copy the entire contents.

Thumbprint

F8A23743D9CDA7B6D1ATFCO6799A _ J
(O Make certificate active
|- Base64 certificate ;

download -

J PEM certificate download :[
& Raw certificate download
1 Download federated

certificate XML

] Delete Certificate

@ Back in the Cybrary app, paste the certificate contents into the Identity Provider Signature
Certificate text area.

Identity Provider Signature Certificate *

----- BEGIN CERTIFICATE-----

QoCggEBALSS+/q9iVLMS8jXsz0ldSes5+sEqAwl

L P ey A i s e ———

The PEM encoded public key certificate of the Identity Provider used to verify SAML message and assertion signatures.

Q Check the Sign AuthN Requests option and click Submit. The page will refresh.

The PEM encoded public key certificate of the Identity Provider used to verify SAML message and assertion signatures.

Sign AuthN Requests

Generates SP Certificate and signs AuthnRequest requests. AuthnRequest request signature is verified in the returned assertion
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@ Scroll down to the Service Provider Configuration section in the Team SSO Section. You will need to
copy these values over to the Azure AD app. Leave this page open.

Service Provider Configuration

Audience URI (Service Provider Entity ID)

highgarden_sp_id/sami.t_13091 Copy

Single Sign-On URL (ACS Url)

https:/fapp.cybrary.it/auth/api/sso/saml.t_13091/saml2/acs Copy

@ Back in the Azure AD SSO application configuration, close the certificate editor and scroll up to the top
and find the Basic SAML Configuration section. Click Edit.

Set up Single Sign-On with SAML
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

more.

Read the configuration guide ' for help integrating Cybrary.

o Basic SAML Configuration 2 Edit
Identifier (Entity ID) Required
Reply URL {Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional

Click Add identifier and copy over the Audience URI value from the Cybrary app. Click Add reply URL
@ and copy over the Single Sign-on URL value from the Cybrary app. Click Save at the top.

Identifier (Entity ID) * ©
The unique 1D that identifies your application to Azure Active Directory. This value must be unique across all applications in
your Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default

[highgarden_sp_idfsam!.t_‘l3091 v [ v 1D [in]

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Index Default

ht‘tps;.-f.-’app,cybrary.it!auth.-’api.-"sso.-"saml.t_13091!5aml2a‘acs‘ | | | ] @ Tl
Add reply URL
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@ Your SSO application configuration is now complete, you will need to assign users to the application to
test SSO with Cybrary. You can do this by clicking Users and groups in the left nav.

Ja Cybrary

Enterprise Application

i Overview

[l] Deployment Plan

Users and groups

«

-+ Add user/group ¢ Edit as

o The application will appear for as

#< Diagnose and solve problems

Manage
I' Properties
4% Owners

4. Roles and administrators

&8 Users and groups

Assign users and groups to app-roles

O First 200 shown, to search all use

Display Name

No application assignments found

0 If you wish to enable SCIM, select Provisioning in the left nav. Change the Provisioning Mode to
Automatic. Cybrary will provide you with the values for Tenant URL and Secret Token. Click Save.

Cybrary | Provisioning

O Overview

~ Provision on demand

Manage

3 Provisioning

Monitor

¥ Insights
Troubleshoot

2 New support request

CYBRARY

& save X Discard

Provisioning Mode

Automatic v

Use Azure AD to manage the creation and synchronization of user accounts in Cybrary based on user and group
assignment.

# Admin Credentials

Admin Credentials

Azure AD needs the following information te connect ta Cybrary’s APl and synchronize user data.

Tenant URL* (O
|

Secret Token
Test Connection
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